
Connexus Co-location Facilities 
High-powered, reliable and secure. 
 
 
 
 
 
 
 
 
AS A BUSINESS-GRADE PROVIDER, Connexus offers co-location facilities in various locations across Australia 
for the secure hosting of customer equipment. Co-location is priced according to rack units (RU). One 
rack unit, or RU, is 1.75” in height. One single rack cabinet supports up to 39 RUs. 
 
 
Industry-standard 19” Rack Environment  
All Connexus Co-location facilities are 
equipped with industry standard racks 
supporting 19” equipment. Shelves can be 
installed for customers with non-rack 
mountable equipment. 
 
Direct Internet Core Connectivity 
Connexus Co-location is connected directly to 
the Connexus’ core routers via high speed 
Ethernet. Customers can choose a 10 Mbps or 
100 Mbps connection, provisioned as either 
single (1 link) or dual (2 links).  

11 KV power distribution room 
 

Connexus Private Network Support 
Because Connexus Co-location is connected directly to Connexus’ core routers, customers sites 
connected to a Connexus Private Network are brought as close as possible to the customer’s Co-
location equipment. 
 
This minimises intermediary links, reduces points of failure, reduces latency and offers the highest 
possible performance levels.  
 
Dual UPS Power Supplies 
Each Co-location facility has a minimum of two UPS power systems providing redundancy against a 
power failure within one power system. Customer equipment with dual power supplies can be connected 
to separate power rails within the rack. 
 

 
Security desk with access to 116 digitally 

archived CCTV cameras 

VESDA Air Environment Monitoring 
The air environment in each facility is 
monitored using Vision Systems VESDA 
technology. The VESDA system is the earliest 
possible warning measure in the event of a 
fire as it monitors the air supply for any 
carbon particles. In the event of a fire it is 
detected before full ignition has occurred. 
 
Cooling Via Redundant Liebert Units 
Industry-leading Liebert equipment is used to 
maintain an optimal air environment within 
each of Connexus’ Co-location facilities. 
 



 
Questions when requesting Co-location pricing 
 
1. How much space — measured in Rack Units — 

is required? 
2. Is an entire rack (39 RU) preferable — for 

increased privacy — or is sharing a rack with 
other customers acceptable? 

3. Is the equipment rack-mountable, or is a 
shelf necessary?  

4. Who requires access to the co-location 
server? 

5. Other than physical access, what remote 
access options are available to the 
equipment? Does the equipment support a 
“remote monitoring module” which can be 
used to program and/or power cycle the 
equipment remotely in the event of failure? 

6. How many power outlets are required? 
7. Does the equipment have dual power 

supplies to provide more resilience against 
power disruption? 

8. If applicable, how will the data be backed up?
9. What is the approximate power consumption 

and heat dissipation of the equipment?  
10. What type of internet connection does the 

equipment require? 10M or 100M, single or 
dual? 

 
Your Connexus consultant can assist you with 
compiling this information. 
 

Fully-fitted raised floor technical space 
 

Dry pipe fire suppression system is used 
 
Notes: 
 
 
 

 

 

 

 

 

 

 

 
  



 
Caterpillar 2.2 MVa Backup Generator 

(10 now installed in N + N configuration) 

 
Trane 4.5 MW Water Chillers used for Air 

Conditioning (N + 1 configuration) 

 
Water storage tank (403,000 litres) providing a 

Minimum 12 hours on site backup 

 
33 KV main power transformer (N + 1 installed) 

 
Service Level Agreement 
Connexus offers a fair and comprehensive 
Service Level Agreement which includes 
performance and reliability targets as well 
as a compensation option if the specified 
service levels are not met. 
 
Direct 24/7 Engineer Access 
Connexus customers have the option of 
direct, 24 hour 7 day access to an 
experienced network engineer to assist 
with faults and service difficulties. 
 
Eligibility 
Connexus Co-location is offered as a 
component within a complete package of 
Connexus services. Customers typically 
combine Co-location with a high speed 
Fibre connection or Connexus Private 
Network. 
 
Primary Sites  
 

 Melbourne 
 Sydney 

 
Additional Locations (on request)  
 

 Brisbane 
 Perth 
 Adelaide 
 Canberra 
 Hobart 
 Selected regional centres  

 
Internet Connection Options 
 

 Single 10 Mbps Ethernet access 
 Dual 10 Mbps Ethernet access^ 
 Single 100 Mbps Ethernet access 
 Dual 100 Mbps Ethernet access^  

 
 

^ Dual access may not be available in regional 
locations in addition to Inergen® Gas System 

 
Photographs are from Connexus’ Sydney Co-
location Facility 

 

  



VPN Case Study — TORQUE Automotive (Fictional) 
 
TORQUE Automotive operates a network of car dealerships across Australia. Staff at each car 
dealership access a centralised Point of Sale / CRM system which is hosted on a server at TORQUE’s 
head office. However, TORQUE frequently experiences disruptions to its head office server, sometimes 
caused by power failure, temperate problems or congestion on its busy internet connection. At other 
times, the car dealerships experience denial-of-service attacks through their internet connection 
because firewalls and security must be managed at each dealership individually.  
 
When problems occur, its car dealerships cannot access any customer information, sell vehicles or 
otherwise conduct business. The loss is enormous and is causing immense frustration within the 
company. The IT department is under pressure from management to provide a solution with minimal 
capital investment. 
 
TORQUE is considering two options:  
 
1. Building a mini data-centre at its head office with dual UPS backup, industrial grade cooling systems, 

and dual internet backbone connections via fibre optic cable. 
2. Moving its key server equipment to a hosted Co-location facility which offers these facilities. 
 
The Connexus Solution: 
 
TORQUE chooses option #2 and partners with Connexus. The Connexus solution encompasses the 
following services: 
 
1. Secure rack space at the Connexus co-location facility into which TORQUE’s servers are moved. The 

servers are equipped with dual power supplies, connected to separate UPS power circuits, to 
provide a higher level of reliability. 

 
2. A Service Level Agreement providing 24 hour / 7 day emergency access to a Connexus engineer in 

the event that the TORQUE services require attention. 
 
3. Installation of a Connexus Private Network which connects the head office as well as all car 

dealerships together in a private and secure environment. The head office has an Ethernet 
connection and each car dealership an SDSL connection. All sites have ISDN backup line in case of 
line failure. 

 
4. Installation of an internet gateway router at the co-location facility, managed by Connexus. The 

Gateway Router provides centralised internet access, firewalling and VPN to all TORQUE sites. Any 
internet traffic to a TORQUE location passes through this internet gateway. The one firewall setting 
applies to all TORQUE sites and significantly increases security.  

 
5. Configuration a VPN Server on the internet gateway server so that TORQUE’s management can dial 

in to the company VPN from home and access company resources. The VPN is configured as an 
“SSL VPN” which does not require any VPN client software and therefore reduces support calls to 
TORQUE’s IT staff. 

 
 
A comparison of Option 1 and Option 2: 
 
 Secure  

facility 
Monitored  

24/7 
Controlled 

environment 
Managed 
gateway 

Internet  
SSL VPN 

Large 
upfront cost 

Option 1 8 8 8 8 8 9 

Option 2 9 9 9 9 9 8 
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Connexus Domain Pilot 
Advanced domain management. 
 
 
 
 
 
 
 
CONNEXUS DOMAIN PILOT is a central management tool for your Connexus services and is provided free of 
charge when you host your business domain with Connexus. 
 
Developed by Connexus in Melbourne 
 
We have developed most of our 
products ourselves unlike many of our 
competitors who bundle a variety of 
‘off-the-shelf packages’ together which 
often don’t seem fit together or work 
quite how you’d like them to. 
 
Our customers benefit from this 
because the technical support staff at 
Connexus who answer their calls know 
the products in-side-out and share an 
office with the developers who created 
the products! 
 
If ever there is a problem it is quickly 
escalated to a developer who can fix or 
improve on it. 

 

 Manage unlimited e-mail accounts or configure SafeMail ‘filter & forward’ protection for your 
own mail server 

 Modify your DNS records yourself with ease 
 Analyse your bandwidth utilisation across multiple sites 
 Access PDF invoices for the past two years 
 Add a newsletter subscribe link to your website and mass-send them using Connexus 

MailBlaster 
 Configure WebControl reports to be e-mailed to you each day showing staff usage 
 Batch import/export e-mail recipients from .csv files 
 Setup e-mail message Interception and SMS alerts based on keywords in messages 

  



 
Re-Branding for Resellers and Large Sites 
For customers hosting a large number of domain names, Domain Pilot provides the ability to apply 
customized branding. Resellers can add their own logos to their customers’ Domain Pilot instances, and 
control aspects of their customers’ interfaces. 
 
Internet Usage Monitoring in Detail, Filtering and Management 
In providing internet access to their staff, Australian organisations face many challenges. Maintaining a 
secure environment where internet resources are not abused is of paramount importance, but in the 
past has proved painstakingly difficult to implement. 
 
There’s a solution. Connexus WebControl (described in more depth elsewhere in this document) allows 
organisations to monitor and restrict internet access in the workplace. It’s cost effective, easy to 
maintain and is managed through the Domain Pilot control panel.  Access can be prohibited to particular 
site categories (e.g. pornography, gambling, job-seeking, social networking), file types (e.g. .mp3, .mov) 
or domain (e.g. facebook.com). Please see our WebControl section for more information. 
 
Monitor Traffic. Reduce Costs. 
Connexus Content Filter helps you ensure that your internet bandwidth is being used for legitimate work 
purposes — so you’re only paying for the data you need. 
 
 
Connexus Domain Pilot Screenshots: 
 

 

Edit user details 
 
 

 Router performance graph 
 

Router performance graph Router performance graph 
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Security

Connexus Business



Managed Firewalls 
ISP-level firewall protection for your business. 
 
 
 
 
 
 
 
 
YOUR CONNEXUS PRIVATE NETWORK only needs one firewall, saving your business the expense of installing 
them at every site. This will boost your security and reduce management complexity. 
 
Liaise With Top-Level Network Engineers
During implementation of your MPLS VPN 
network, you will be given the opportunity to 
discuss your requirements with a network 
engineer at Connexus to implement the most 
flexible yet secure solution possible. 
 
Multi-Site Firewall Gateway 
Connexus recommend the use of an MPLS 
VPN to keep your internal traffic between 
your different sites completely separate to 
internet traffic.  
 
By co-locating a Cisco firewall device with 
Connexus, we can ensure that all internet 
access inbound or outbound from any office 
location is strictly controlled from one  
gateway device which could for example, block any internet traffic other than web browsing (through 
WebControl) and e-mail to Connexus e-mail servers. This will significantly reducing the risk of your 
network being the target of an attack and making the multi-site office behind the firewall effectively 
invisible to the internet. If you host servers that need public facing IP addressing, Connexus can 
implement a ‘demilitarised zone’ at one or more of your office locations. 
 
Maintaining Your Firewall 
After the initial implementation of your network, further changes to firewall rules (e.g. opening ports to 
a particular server) can be requested at any time via e-mail to our support team and will be charged in 
15 minute blocks to keep your costs down. 
 

 

This diagram shows Connexus’ model 
solution with internet firewall gateway, SSL 
VPN for secure remote access and robust 
MPLS VPN mesh among sites with varying 
broadband technologies. 
 
Please see larger version of this digram in 
the “Virtual Private Networks” section of 
this brochure. 

 
  



Notes: 
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Put your bandwidth under the microscope.



Connexus WebControl 
Fully-managed web control: Access, usage and monitoring. 
 
 
 
 
 
 
 
 
WEBCONTROL IS A POWERFUL TOOL for monitoring and controlling your internet usage and costs. It lets you 
monitor and filter traffic before it arrives at your network, giving your business a single point of access 
and control. The system has a user-friendly web interface, which allows your company to create and 
employ web access policies. These can be tailored to individual users and groups. 
 
Many monitoring products are designed for school and family environments, and run within the network 
or on individual computers. WebControl is a proxy system which integrates directly with your Connexus 
internet connection.  
 
Control Your Bandwidth 
As the internet grows, so does your 
company’s need for reliable 
bandwidth. To control your internet 
costs, you need an accurate picture 
of your day to day bandwidth use, 
and the tools to curb it. 
 
WebControl offers you a clear 
picture of your company’s 
bandwidth usage. It shows you 
exactly how your internet 
resources are being used and gives 
you the tools to manage them. It 
helps you tracks the web habits of 
your whole organisation — from 
departments down to individual 
users. 
 
WebControl Reporting  
With the knowledge of how 
bandwidth is being used, your 
company can control the cost of its 
connection. The powerful and 
adaptable reporting engine 
documents your organisation’s 
bandwidth use in fine detail. 
 
All reports are automatically e-
mailed in an easy-to-read PDF 
format, and are kept by the system 
for your records. 
 

The reports include:  
9 Ranking of the heaviest internet users and departments 
9 Listing of the most popular websites and their users  
9 Statistics to compare internet use sorted by month, week or hour 
9 Bandwidth use by content type, such as streaming audio or video 
9 Statistics on search engine queries, and the search terms queried by users 
9 Users accessing inappropriate content 



Control Internet Access 
Connexus WebControl allows your organisation to understand its internet use. This knowledge will help 
you to lower your bandwidth costs, improve staff productivity and shield itself from legal threats. 
 

WebControl allows your company to: 
 

 Block access to specific 
websites, files or media types 
 

 Apply different filtering rules 
to users or departments  
 

 Stop undesirable content 
from appearing in the 
workplace 
 

 Limit exposure to legal risks  
 

 
Reduce Your Legal Risk 
Employees who know their internet use is monitored are less likely to engage in activities which expose 
your organisation to legal risk. These activities include downloading inappropriate images, illegal music 
or sending confidential information to third parties — all things which can lead to lawsuits.  
 
With electronic communication becoming more and more popular, easy and casual it makes sense to use 
WebControl to protect your company from damaging situations. 
 
Improve Your Internet Policy Management 
WebControl lets your organisation to set clear internet policies which are easily implemented across 
your network. These policies can be different for individual users, groups and network domains.  
 
Blanket rules and quotas can do more harm than good. For example, IT staff need to download large 
software packages, and your marketing department might need access to online video.  
 
This is why WebControl has the versatility to adjust to the user’s situation.  
 
Prerequisites 
 
9 Connexus Bandwidth service 
9 Domain Hosting 

 
Notes: 
 
 
 

 

 

 

 
  



 
 
WebControl helps you block specific 
websites, and it can also filter material by 
file or content type. 
 

Put your bandwidth under  
the microscope! 
 
Our category system sorts sites into 
editable classes such as sports, online 
shopping, adult content, chat or webmail. 
Whole categories of content can be 
removed from your workplace.  
 
 
 
WebControl is integrated into your upstream connection. This means it stops unwanted and potentially 
dangerous content before it reaches your network, improving security and lowering bandwidth costs. 
 

 Protect the security and well-being of your organisation and staff 
 Stop unwanted content before it becomes an expense 

 
Getting Started with WebControl 
WebControl is a managed service, so it’s easy to configure and activate. It requires no specialist IT skills, 
no additional software and no changes to your workstation machines. Our friendly HelpDesk staff are on 
hand if you have any questions or require assistance. 
 

 No additional software  
 No workstation changes 
 No maintenance costs 
 No additional hardware 

 
 
 
Connexus WebControl in action — JG King Group case study 
 
JG King Group is the fifth largest builder in Victoria and the largest builder of steel framed houses in 
Australia.  
 
With increasing downloads, bandwidth costs were spiralling out of control. IT Manager Andy Michelis 
went looking for a solution. He needed an accurate idea of how his bandwidth was being used, and a 
better way to police his company’s internet policy. He trialled several software packages, but found they 
were time consuming and cumbersome. 
 
Then he found Connexus WebControl. He was able to break down his bandwidth figures into meaningful 
statistics and control problem surfers. The result was a dramatic reduction of nearly 60% in JG King’s 
internet use. Was WebControl easy to configure? “Everything worked straight out of the box,” he said.  
 
Besides slashing his internet bill, Andy has seen improvements in network response and a drop in the 
amount of viruses and spyware attacking his system. With internet policies put into practice, he also 
expects to see improvements in workplace productivity. 
 
“Thanks to Connexus we were able to get a handle on our bandwidth usage and boost the performance 
of our network.” 

Andy Michelis, IT Manager, JG King Group
 
 
  



Notes: 
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Revolutionary protection from email threats.



Connexus SafeMail 
Revolutionary protection from e-mail threats. 
 
 
 
 
 
 
 
 
CONNEXUS UNDERSTANDS THAT your business runs on the strength of its communication with your 
customers. That’s why we include a free e-mail account with all of our connections. For added peace of 
mind, we provide free virus and spam filtering using the latest scanning tools and algorithms. For a 
small charge you can even customise your e-mail address with your own domain name. 
 
SafeMail Anti-Spam 
Spam wastes time and money. Stop spam 
before it becomes an expense. It reduces 
your business’s productivity and increases 
employee frustration. And it’s on the 
increase, much of it in new, more 
sophisticated forms. Up to 98.6% of all e-
mail sent to our customers is spam. 
 
The good news is Connexus SafeMail finds 
and filters e-mail threats and annoyances 
with incredible accuracy. This makes us 
one of the most effective and safest ISP 
spam gateways in Australia. 
 

SafeMail Anti-Virus 
SafeMail also protects you from virus threats. Between our anti-spam and anti-virus cutting edge 
technologies, you can be sure the widest range e-mail threats are eliminated.  
 
How does it work? 
 

 Each message is scanned by two independent and commercial anti-virus engines 
 Infected messages are immediately stopped and logged for your review  

 
Save Money and Conserve Resources 
SafeMail removes infected macros and binary attachments before they reach your server and clog up 
your network. This means your company’s network resources are better utilised, and expensive AV 
service licensing fees are reduced. 
 
SafeMail Filter and Forward 
SafeMail makes sure only clean e-mails reach your inbox. You choose the level of sensitivity to spam 
filtering — it’s easily adjustable through the Domain Pilot interface  
 
All e-mail addressed to your domain is: 
 

 Removed or tagged if it is spam 
 Checked for viruses  
 Cleaned and forwarded onto your mail server 

 
SafeMail Message Interception 
This feature delivers any e-mails addressed to your domain to a different address if particular keywords, 
sender addresses or subjects are found. For your records, it can copy any e-mail which matches a 
certain customer, product or case number to another e-mail address. 
  



 
Image Spam 
Image spam is growing at an alarming rate. These 
are e-mails that appear as a picture rather than 
text, and are more difficult to filter. 
 
Using sophisticated analysis techniques, SafeMail 
filters and tags image spam, giving your business 
an extra level of protection. 
 

 
Figure 1. Example of ‘image spam’ 

 
 

 
 

Figure 2. Worldwide increase in image spam contributes to global increase 
 
 
The Ultimate in Anti-Spam  
SafeMail was developed with one goal: to be the best mail-filtering product available. We’re confident 
that we have succeeded. Competitors use quarantine boxes and black/white lists, but we think filtering 
technology needn’t be complex. SafeMail makes it simple — you can trust that only legitimate e-mails are 
going through. 
 
SafeMail works with Connexus hosted mailboxes or it can scan mail before it gets forwarded to a 
customer’s mail server. Either way, it can reduce unwanted mail volume by up to 98.4%, keeping your 
resources and staff free to be productive. 
 
Try it out: you’ll be amazed how effective and easy it is to use. 
 
SafeMail protects you by: 
 

 Filtering mail before forwarding it to your server  
 Protecting the mailboxes hosted by Connexus on your domain name 

  



 
 
SafeMail Options 
You can you change your spam filtering options at any time to suit yourself. This is done easily through 
the web interface or domain. 
 
 
You can choose your spam to be: 
 

 Discarded — It’s safe to let SafeMail 
discard spam  
 

 Tagged — This adds the text 
‘[SPAM?]’ to the subject line 
 

 Reported — This won’t discard or tag 
spam, it will just show in reports 

 
You can also easily adjust SafeMail’s 
sensitivity levels anywhere from low to 
extreme. 

 
 

 

 
SMS Notification 
SafeMail Interception lets users be alerted about important e-mails 
via SMS. Messages matching your search criteria can be copied to 
another e-mail address and have their subject lines sent to a 
mobile phone. 
 
E-mail Archiving 
The SafeMail archiving system is a fail-safe way to store all the e-
mails your business sends and receives.  
 
The SafeMail archiving system:  
 

 Copies all e-mails to DVD or CD and posts them to you by 
mail  

 Encrypts the DVD or CD with a passphrase, making it 
unreadable to unauthorised parties 

 Captures e-mails before delivery to the customer, is 
tamper proof and cannot be lost in internal backup 
procedures  

 Stores e-mails in two files per user, e.g. bob_sent.enc 
and bob_received.enc. These can be easily restored or 
imported into your e-mail program 

 Allows your company to comply with laws governing the 
maintenance of electronic correspondence 
 

 
Prerequisites: 
 

 Domain Hosting 
 
  



 
 
 
SafeMail Reporting 
 
You can view a live log of all 
e-mails — senders, receivers 
and the subject lines. 
 
This feature shows the 
effectiveness of SafeMail’s 
anti-spam technology. 
 

 

 
 
SafeMail Web Access  
 
All users can safely access e-mail 
anywhere at any time.  
 
Available at 
http://mail.yourdomain.com
.au, it can be customised to 
include your company logo and has 
preferences that allow staff to 
easily access e-mail when out of 
the office. 

 

 
Notes: 
 
 
 

 

 

 

 

 

 

 
Version 1.1 — 1 Sep 2008 



Connexus Internet Service
Level 2, 91 William Street, Melbourne

Victoria 3000, Australia

PO Box 193, Collins Street West, Melbourne
Victoria 8007, Australia

Internex Australia Pty Ltd ABN 83 070 275 722




